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Link-based Web Spam Detection

• Web Spam
• spurious links to get higher-than-deserved rankings.

• Web spam detection algorithms exploit the hyperlink structure.

Normal web

Link Farm
SPAM

Link-based Spam
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Contributions

• Collect and share two real-world web graphs with labels

• Two-level analysis of link spam

• Page-level graph and site-level graph

• ATR is useful to detect real-world link spam

• Effective and scalable site-level seeding methodology for ATR

• Asynchronous ATR significantly reduces the computational cost of ATR
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Real-world Web Graphs

• Crawled by the NAVER search engine (https://www.naver.com/)

https://www.naver.com/
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Site-level Examination

• A set of human-labeled seeds

→ An input of a web spam detection method

• Perform a site-level examination followed by refinement of page labels.

• Human experts examine web sites instead of pages.

• All pages inside a spam site are spam.

• A normal web site may contain some spam pages 

→ Exploit the URL structure to label spam pages
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Two-level Analysis of Link Spam

• Most existing methods focus on either a page-level graph or a site-

level graph, and do not consider both of the graphs.

• We generalize the structure of link spam by analyzing the 

characteristics of link spam on the two different levels of graphs.

• Practical solutions for large-scale web spam detection problems
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Edge Classification

• Page-level Graph
• Normal pages tend to point to other normal pages (TrustRank)

• Spam pages tend be referred by other spam pages (Anti-TrustRank)



Joyce Jiyoung WhangCyberSafety 2020 (WWW 2020)

Edge Classification

• Site-level Graph
• The number of edges from normal nodes to spam nodes is also 

significant as well as the edges from spam nodes to spam nodes.
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Edge Classification

• Consider an incident node of a between-site edge

(i) The site is normal and the page is normal

(ii) The site is normal but the page is spam

(iii) The site is spam and the page is spam
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Edge Classification

• Three significant edge types: NSNS, NSSS, SSSS

→ spam to spam at the page-level graph

• NSSS: normal to spam at the site-level graph
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Web Spam via Two-level Edge Classification

• Overpost

• A spammer makes a lot of postings in different 

normal sites to intrigue transactions into the 

targeting spam site. 

• The postings are spam pages which contain the 

links to the spam pages in the spam site. 

• This configuration makes the NSSS edge type.
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Web Spam via Two-level Edge Classification

• Hacking

• A spammer hacks normal sites. The spammer 

makes spam pages in normal sites and the spam 

pages are linked to other spam pages. 

• We can observe the NSSS and NSNS edges.
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Web Spam via Two-level Edge Classification

• Link Farm 

• Some spam sites and spam pages are designed 

to be densely connected with each other to 

raise PageRank scores so that they can be 

indexed by a search engine.

• We observe SSSS edge types.
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Web Spam via Two-level Edge Classification

• Real-world link spam can be explained by a combination of the 

aforementioned building blocks.
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Anti-TrustRank with Qualified Site-level Seeds

• Anti-TrustRank (ATR)

• Spam pages are likely to be referenced by other spam pages.

• Carefully select seed spam pages.

• Assign ATR scores to the seed spam pages.

Seed Spam
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Anti-TrustRank with Qualified Site-level Seeds

• Anti-TrustRank (ATR)

• From the seeds, the ATR scores are propagated to incoming neighbors of 

the nodes so that the pages having links to the spam pages end up with 

having high ATR scores.

• Pages with high ATR scores are considered 

as spam pages.

①

②③

③

④
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Anti-TrustRank with Qualified Site-level Seeds

• The spam seeds should be examined by human experts to get labels.

• Human experts conduct a site-level examination.

• Represent each site as a feature vector and build a classifier that 

predicts the probability of being spam.

• We prioritize the websites according to the probability for the site-level 

examination.
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Anti-TrustRank with Qualified Site-level Seeds

• Our features to model a site
• entro-in-p: the entropy of the indegrees of pages within a site
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Anti-TrustRank with Qualified Site-level Seeds

• Classification performance of the features

• Our features show better performance than node2vec features.
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Work-Efficient Anti-TrustRank

• Computing Anti-TrustRank (ATR) scores is identical to computing the 

personalized PageRank (PPR) scores on the reverse graph.

• Spam seeds in ATR → personalization set (predefined nodes) in PPR

• We propose asynchronous Anti-TrustRank algorithms

• Reduce the computational cost of the traditional ATR algorithm

• Without degrading performance in spam detection

• Convergence analysis
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Personalized PageRank

 Randomly jump to one of the predefined nodes.

𝒙 = 𝜶𝑷𝑻𝒙 + 𝟏 − 𝜶 𝒆𝒔 (𝒆𝒔 : Personalized vector)
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Anti-TrustRank

 Randomly jump to one of spam seeds on the reverse graph.

𝒙 = 𝜶𝑷𝑻𝒙 + 𝟏 − 𝜶 𝒆𝒔 (𝒆𝒔 : Personalized vector)
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SYNC ATR

𝒙𝒂

𝒙𝒅

𝒙𝒆
𝒙𝒇

𝒙𝒈

𝒂

𝒆 𝒇 𝒈

𝒙𝒃

𝒙𝒄 𝒅

𝒃

𝒄

The ATR scores are updated after all the nodes re-compute the ATR scores.

Synchronous Anti-TrustRank
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SYNC ATR

The ATR scores are updated after all the nodes re-compute the ATR scores.

Synchronous Anti-TrustRank
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SYNC ATR

The ATR scores are updated after all the nodes re-compute the ATR scores.

Synchronous Anti-TrustRank
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ASYNC ATR

𝒙𝒂

𝒙𝒅

𝒙𝒆
𝒙𝒇
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𝒂

𝒆 𝒇 𝒈

𝒙𝒃

𝒙𝒄

𝒄

𝒅

𝒃

Pop a

Push b, c

Worklist
[b, c, d, e, f, g, b, c]

A set of nodes whose ATR scores need to be updatedWorklist

Asynchronous Anti-TrustRank
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Pop b

Push a

Worklist
[c, d, e, f, g, b, c, a]

𝒄

A set of nodes whose ATR scores need to be updatedWorklist

Asynchronous Anti-TrustRank
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Pop c
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[d, e, f, g, b, c, a]

𝒄

A set of nodes whose ATR scores need to be updatedWorklist

Asynchronous Anti-TrustRank
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RASYNC ATR

new ATR = current ATR + current residual (explicitly maintain the residual of each node)

Filtering out unnecessary work in the worklist

𝒙𝒅
𝒓𝒅

𝒙𝒈
𝒓𝒈 𝒙𝒇

𝒓𝒇

𝒙𝒈
𝒓𝒈

𝒂

𝒆 𝒇 𝒈

𝒄

𝒅

𝒃

𝒙𝒂=𝒙𝒂 + 𝒓𝒂
𝒓𝒂= 0

𝒙𝒃
𝒓𝒃 = 𝒓𝒃+

𝒓𝒂

𝟐
𝜶

𝒙𝒄
𝒓𝒄= 𝒓𝒄+

𝒓𝒂

𝟐
𝜶 Pop a

Worklist
[b, c, d, e, f, g]

Residual-based Asynchronous Anti-TrustRank
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Pop b
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RASYNC ATR

new ATR = current ATR + current residual (explicitly maintain the residual of each node)

Filtering out unnecessary work in the worklist

Residual-based Asynchronous Anti-TrustRank

𝒄



Joyce Jiyoung WhangCyberSafety 2020 (WWW 2020)

𝒙𝒅
𝒓𝒅

𝒙𝒈
𝒓𝒈 𝒙𝒇

𝒓𝒇

𝒙𝒈
𝒓𝒈

𝒂

𝒆 𝒇 𝒈

𝒅

𝒃

𝒙𝒂
𝒓𝒂

𝒙𝒃
𝒓𝒃

𝒙𝒄= 𝒙𝒄+ 𝒓𝒄
𝒓𝒄= 𝟎 Pop c

Worklist
[d, e, f, g, a]

RASYNC ATR

new ATR = current ATR + current residual (explicitly maintain the residual of each node)

Filtering out unnecessary work in the worklist

Residual-based Asynchronous Anti-TrustRank

𝒄
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The Anti-TrustRank 𝒙 is computes as follow:

𝒙 = 𝜶𝑷𝑻𝒙 + 𝟏 − 𝜶 𝒆𝒔.

Where 𝑷 is a row-stochastic matrix (𝑷 = 𝑫−𝟏𝑨) and 𝒆𝒔 is the personalized vector.

This is the linear system : 

𝟏 − 𝜶𝑷𝑻 𝒙 = 𝟏 − 𝜶 𝒆𝒔.

and the residual :

𝒓 = 𝟏 − 𝜶 𝒆𝒔 − 𝟏 − 𝜶𝑷𝑻 𝒙 = 𝜶𝑷𝑻𝒙 + 𝟏 − 𝜶 𝒆𝒔 − 𝒙.

When the j-th node is processed, the residual is decreased by 𝒓𝒋
𝒌 𝟏 − 𝜶 .

𝒆𝑻𝒓(𝒌+𝟏) = 𝒆𝑻𝒓(𝒌) − 𝒓𝒋
𝒌 𝟏 − 𝜶 .

Convergence of Asynchronous Anti-TrustRank
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Asynchronous Anti-TrustRank Algorithms 

 Require much fewer Anti-TrustRank updates as well as arithmetic operations 

with the same precision by maintaining a working set.

Asynchronous Anti-TrustRank

Residual-based Asynchronous Anti-TrustRank

 Significantly reduces the number of arithmetic computations.

 Able to effectively reduce the size of the working set by filtering out 

unnecessary computations.
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Experimental Results

• Performance in web spam detection
• Our method (QS) significantly outperforms other methods.
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Experimental Results

• No. of detected spam pages of the ATR algorithm with different 
seeding methods
• Our seeding method (QS) detects the largest number of spam pages.
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Experimental Results

• async and rasync save much computation compared to sync.

• rasync reduces the number of arithmetic operations compared to async.



Joyce Jiyoung WhangCyberSafety 2020 (WWW 2020)

Experimental Results

• Run Time (milliseconds) of the algorithms

• rasync is the fastest method.
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Experimental Results

• Parallel sync, async, and rasync on distributed machines

• rasync is the fastest method.
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Conclusion

• We develop a site-level seeding methodology for the ATR algorithm, which 

leads to remarkably boosting up the performance of the ATR algorithm. 

• We design a work-efficient asynchronous ATR algorithm which significantly 

reduces the computational cost of the traditional ATR method while 

guaranteeing convergence.

• Our methodologies can be integrated into other spam detection models in 

practice, e.g., considering both TrustRank and Anti-TrustRank.
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Big Data Lab

 Email : jjwhang@skku.edu

 Homepage : http://bigdata.cs.skku.edu

 Office : Engineering Building 2, #27326

 Lab : Engineering Building 2, #26315B 


