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Abstract Identifying root causes of failures in microservice systems remains a critical challenge
due to intricate interactions among resources and propagation of errors. We propose AnoProp, a novel
model for root cause analysis to address challenges by capturing inter-resource interactions and the
resulting propagation of anomalies. AnoProp incorporates two core techniques: the anomaly score
measurement for metrics using regression models and the root cause score evaluation for resources
based on the propagation rate of these anomalies. Experimental results using an Online Boutique
dataset demonstrated that AnoProp surpassed existing models across various evaluation metrics,
validating its ability to provide balanced performance for different types of root causes. This study
underscores the potential of AnoProp to enhance system stability and boost operational efficiency in
microservice environments.
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Table 2 Modification Experiment Results

Micro Macro
Hit@l Hit@5 MRR MRR@5 | Hit@l Hit@5 MRR MRR@5
CIRCA 02159 08636 04633 04393 | 02804 08847 04537  0.4344
LatentScope 0384 09091 06060 05915 | 04615 09159 06569  0.6447
Remove reverse prediction inaccuracy | o 1170 ggo77 06017 05836 | 04716 08969 06408 06245
from Pods
Add reverse prediction inaccuracy to _
b 04170 09091 06222 06045 | 04989 09097 0.6756  0.6596
Services & Nodes
Directly use resource-sharing metrics | 100 7707 04215 03620 | 02157 08174 04456  0.3960
as inputs
AnoProp 04625 09205 06367 06140 | 05079 0.9287 06717  0.6534
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Table 3 Ablation Experiment Results

Micro Macro

Hit@él  Hité5 MRR MRR@5 | Hit@l  Hit€5 MRR MRR@5

LatentScope 03%4 09091 06060 05915 | 04615 09159 06569  0.6447

AnoProp 0.4625 09205  0.6367 06140 | 05079 09287 06717  0.6534

Only use anomaly measurement | )1 (o318 06249 06150 | 04810 09354  0.6722  0.6630

technique of AnoProp

evaﬁl’:tyiossfecrﬁzitqizuj ZC;Z;OD 04460 09091 06282 06051 | 04666 09221 06503 06320
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* AnoPropg] oA ZA Z|H% H&(only use g5 sk dlolElrt B8ty AR WIlsh=
anomaly measurement technique of AnoProp) o] 2 AU 2 Ao Z74H oz ALy oj¥T:=

AnoProp9] & €l B7F 7MY H&(only use
root cause score evaluation technique of AnoProp)
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